Revenge Porn - Legal Recourse and Challenges for Victims

The rapid proliferation of the internet, smartphones, and digital communication platforms has
created profound social, cultural, and legal changes worldwide. While technology has
provided avenues for expression, creativity, and connectivity, it has also given rise to new
forms of violence and exploitation. Among these is the phenomenon popularly termed

"revenge porn," referring to the non-consensual circulation of intimate images or videos,
often by former partners or acquaintances, with the intent to harass, blackmail, or shame the
victim. This practice, though relatively new in the discourse of law and justice, has become

one of the most severe violations of privacy and dignity in the digital era.

In India, revenge porn presents a particularly pressing challenge. The country’s societal
structure, rooted in notions of honor, modesty, and reputation, creates a harsher impact on
victims, especially women, who are often subjected to stigma and isolation in addition to
emotional trauma. Simultaneously, the legal system, though evolving, continues to face
difficulties in effectively addressing the crime. The Indian legal framework is fragmented in its
approach to digital sexual exploitation, relying on a combination of existing criminal
provisions, cyber laws, and judicial precedents. Despite these efforts, gaps remain in providing
comprehensive protection to victims and ensuring accountability for perpetrators.

Defining Revenge Porn in the Indian Context

Revenge porn is often misunderstood as simply the act of an ex-partner releasing private
images after a relationship ends. However, its scope is wider, encompassing any non-
consensual sharing of sexually explicit or intimate material through digital or offline means.
The motive may not always be revenge; it can include extortion, blackmail, coercion, or simply
an exercise of control over another person. In the Indian context, this practice intersects with
patriarchal structures and social norms, where a woman’s sexual autonomy is often policed,
and the consequences of such exposure disproportionately impact her personal, professional,
and social life.

Victims often face ostracization from families and communities, are subjected to moral
judgment, and sometimes even driven to extreme outcomes such as self-harm. The absence
of a clear statutory definition of revenge porn in India complicates the legal recourse process.
Instead, victims must rely on provisions scattered across different laws, including the Indian
Penal Code (IPC), the Information Technology Act of 2000, and specific constitutional
protections.



Legal Framework in India Addressing Revenge Porn

India does not have a specific statute that directly defines or criminalizes revenge porn as a
distinct offence. However, victims can seek redress through a cluster of provisions under
existing laws.

The Information Technology Act, 2000 (IT Act), amended in 2008, provides the first layer of
protection. Section 66E criminalizes the capturing, publishing, or transmission of images of a
person’s private area without consent, imposing imprisonment up to three years or a fine.
Section 67 and Section 67A penalize the publishing or transmitting of obscene material or
sexually explicit content in electronic form. These provisions apply broadly to any online
circulation of intimate images without consent and cover much of what revenge porn entails.
Section 72 further penalizes the breach of confidentiality and privacy, providing legal grounds
for cases where private images are misused by individuals in positions of trust or access.

The Indian Penal Code (IPC) supplements the IT Act. Section 354C criminalizes voyeurism,
which includes capturing or disseminating images of women engaging in private acts without
consent. Section 354D deals with stalking, including monitoring online activity. Section 499
and 500 address defamation, relevant when victims suffer reputational harm due to the
circulation of private images. Section 503 and 506 address criminal intimidation, often linked
with revenge porn cases where images are used for blackmail. Sections 292 and 293 prohibit
the circulation of obscene material, and though originally conceived to address physical
obscenity, courts have extended them to digital spaces.

Additionally, the Indecent Representation of Women (Prohibition) Act, 1986 provides a
supplementary mechanism against portraying women in an indecent manner, though its
application to revenge porn is somewhat limited given its original focus on print and
advertisements.

On a constitutional level, Article 21 of the Indian Constitution, which guarantees the right to
life and personal liberty, has been judicially interpreted to include the right to privacy and
dignity. The Supreme Court’s landmark judgment in Justice K.S. Puttaswamy v. Union of India
(2017) cemented the right to privacy as a fundamental right, thereby reinforcing the principle
that unauthorized circulation of intimate content constitutes a grave violation of
constitutional protections.

Judicial Interpretation and Case Law

Indian courts have gradually recognized the seriousness of revenge porn and digital sexual
violence, though jurisprudence remains inconsistent. In cases such as State of West Bengal v.
Animesh Boxi (2018), a conviction was secured against a man who created a fake Facebook
profile of a woman using her private images. This judgment was significant because it relied



on provisions of both the IPC and IT Act, demonstrating judicial willingness to adapt existing
laws to modern digital harms.

Other cases have highlighted the difficulty victims face in initiating complaints. Often, law
enforcement agencies lack awareness of relevant cyber laws, leading to under-registration or
misclassification of offences. Judicial forums have underscored the need for training and
sensitization of police and prosecutors, recognizing that technological crimes demand both
technical expertise and a gender-sensitive approach.

Challenges for Victims in Seeking Legal Recourse

Despite the existence of multiple provisions, revenge porn cases in India present formidable
challenges for victims.

One of the most pressing challenges is lack of awareness. Victims, often overwhelmed by
trauma and social stigma, may not know which laws apply to their case or which authority to
approach. This lack of awareness extends to law enforcement, where police personnel may
be unaware of cybercrime provisions, leading to delayed or inadequate investigation.

Another major hurdle is slow investigation and procedural gaps. Digital crimes require
prompt action, including removal of content, identification of perpetrators, and preservation
of digital evidence. However, the bureaucratic processes of filing First Information Reports
(FIRs), obtaining court orders, and coordinating with online platforms often cause significant
delays, during which content may spread irreversibly across multiple channels.

Victims also face the challenge of social stigma and victim-blaming. In a patriarchal society
like India, women who report such crimes are often subjected to intrusive questioning about
their personal lives, with the implicit suggestion that they are responsible for their
victimization. This discourages reporting and further marginalizes victims.

Another difficulty is jurisdictional issues. Revenge porn often involves platforms or servers
located outside India, making it difficult to enforce takedown orders or prosecute perpetrators
across borders. While global platforms like Facebook, Instagram, or Twitter have mechanisms
for reporting non-consensual content, their responsiveness is inconsistent, and Indian law
enforcement lacks effective transnational agreements to compel swift action.

Moreover, absence of a dedicated law on revenge porn results in fragmented legal recourse.
Victims must pursue cases under multiple provisions, which not only prolongs the process but
also creates confusion about applicable penalties. Experts argue that piecemeal reliance on
the IT Act and IPC does not capture the full gravity of revenge porn, which combines elements
of sexual exploitation, privacy violation, and psychological abuse.



Institutional and Enforcement Gaps

Beyond individual challenges, there are systemic issues in how Indian institutions respond to
revenge porn. Police forces often lack specialized cybercrime units or sufficient training in
digital forensics. Even when specialized units exist, they are concentrated in metropolitan
cities, leaving victims in smaller towns and rural areas with little recourse.

Judicial processes are also slow, and cybercrime courts remain overburdened. Interim relief,
such as takedown orders, may take weeks or months to obtain, by which time the content
may have been replicated across multiple websites and devices. The lack of standardized
protocols for collaboration between law enforcement and internet intermediaries further
compounds the problem.

Comparative Global Practices and Lessons for India

Globally, many countries have moved toward enacting specific laws addressing revenge porn.
In the United States, for instance, several states have criminalized non-consensual
pornography under distinct statutes. The United Kingdom has criminalized the disclosure of
private sexual photographs and films without consent under the Criminal Justice and Courts
Act of 2015. These laws provide clarity, ensure specific penalties, and send a strong message
about the gravity of such crimes.

India, by contrast, continues to rely on general provisions, which may dilute the seriousness
of the offence. Experts suggest that India needs a standalone law on non-consensual
pornography, incorporating strict penalties, provisions for swift takedowns, victim
compensation, and mechanisms for cross-border cooperation.

The Way Forward: Recommendations for Strengthening Legal Protection

To address revenge porn effectively, India must undertake legal, institutional, and cultural
reforms. First, a dedicated legislation on revenge porn should be enacted, explicitly defining
the offence and consolidating penalties under one statute. This would remove ambiguity and
signal the seriousness of the crime.

Second, procedures for swift takedowns of content should be streamlined. Special cyber
courts or fast-track mechanisms should be established to issue interim takedown orders
within hours rather than weeks. Collaboration with global internet companies must be
formalized through statutory obligations to remove reported content within a fixed
timeframe.

Third, law enforcement agencies must be equipped with specialized cyber units in every
district, supported by digital forensic laboratories. Training programs should focus not only on
technical skills but also on sensitivity to gender-based harms.



Fourth, public awareness campaigns are essential to destigmatize victims and encourage
reporting. Schools, colleges, and workplaces should incorporate digital safety modules,
ensuring individuals understand both the risks and the legal consequences of circulating
intimate material.

Finally, India must strengthen international cooperation through treaties and bilateral
agreements, enabling it to address the transnational dimensions of revenge porn.

Revenge porn represents a troubling intersection of technology, sexuality, and power,
manifesting in ways that deeply violate an individual’s privacy, dignity, and security. In India,
the impact of revenge porn is amplified by social stigma, patriarchal norms, and systemic gaps
in law enforcement. While existing provisions under the IT Act and IPC provide some recourse,
they remain fragmented and insufficient to fully address the complexity of the crime.

Victims in India face multiple challenges, from lack of awareness and stigma to slow
investigations and jurisdictional hurdles. The absence of a dedicated legal framework
compounds these problems, leaving many without adequate redress. Yet, the growing
recognition of digital rights, the constitutional affirmation of privacy, and judicial awareness
of cyber harms provide a strong foundation for reform.

A comprehensive approach that includes a specific law on revenge porn, streamlined
procedures for content removal, stronger institutional capacities, victim-sensitive
enforcement, and cultural change is essential. India must also learn from global best practices,
adapting them to its unique social context. Ultimately, the goal should not only be punishment
of offenders but also the empowerment of victims, ensuring that their dignity, privacy, and
rights are fully protected in the digital age.

Here’s a detailed essay that incorporates legal experts’ opinions on handling revenge porn in
India, including challenges, recommendations, and implementation mechanisms:

Legal Experts’ Opinions on Handling Revenge Porn in India and Implementation of
Management Laws

Revenge porn, also known as non-consensual pornography, has become one of the most
distressing manifestations of cybercrime in the digital age. In India, the exponential growth of
internet penetration, smartphone use, and social media platforms has created fertile ground
for both the dissemination and victimization associated with such acts. Despite legislative
attempts to curb the menace through provisions under the Indian Penal Code (IPC), the
Information Technology Act (IT Act), and guidelines from the judiciary, revenge porn remains
a challenge due to loopholes in enforcement, limited awareness, and technological
complexities. Legal experts across the country have weighed in on the issue, highlighting the
gaps in the law, the societal barriers faced by victims, and the possible measures required for
effective regulation and justice delivery. Their opinions shed light not only on the existing



scenario but also on the direction that Indian cyber law and criminal justice mechanisms must
take.

Current Legal Framework: Expert Concerns

The primary laws that address revenge porn in India are scattered across different legal
provisions. Sections of the IPC such as 354C (voyeurism), 354D (stalking), 292 (obscenity), and
509 (insulting the modesty of a woman), alongside provisions of the IT Act like Section 66E
(violation of privacy) and Section 67 (publication of obscene material in electronic form), are
often invoked in cases of non-consensual pornography. Experts, however, argue that these
provisions were not designed with the specific context of revenge porn in mind, making their
application inadequate.

Cyber law specialists emphasize that revenge porn involves distinct elements such as breach
of trust, digital exploitation, and consent violations, which are not explicitly covered under
existing laws. Supreme Court advocates such as Pavan Duggal have argued that India lacks a
“revenge porn—specific legislation” and that scattered provisions create confusion in
prosecution. According to experts, the absence of clarity not only prolongs investigations but
also deters victims from coming forward, as they often encounter difficulty in proving consent
and intention in court.

Procedural Challenges and Victim-Centric Concerns

From the perspective of criminal procedure, experts such as former judges and senior
advocates have pointed out that the lack of standardized reporting and evidence-gathering
mechanisms is a major obstacle. Victims often face secondary victimization when their
complaints are trivialized by police officers who lack specialized training in handling
cybercrimes involving sexual exploitation.

Legal scholars argue that the judicial system, too, struggles to adapt. Courts often take longer
to process digital evidence, and delays in obtaining takedown orders from platforms allow
further dissemination of private content. Forensic experts note that while digital evidence is
central to conviction, the chain of custody and authentication of such evidence is poorly
managed in many cases, leading to acquittals.

Experts also highlight societal stigma as an additional challenge. Victims, predominantly
women, are often shamed or blamed, making them hesitant to report crimes. Prominent
feminist legal voices stress the need for a more victim-centric framework where privacy and
dignity are protected throughout the legal process. This includes provisions for in-camera
proceedings, confidentiality of the complainant’s identity, and swift restraining orders against
the accused.

Technology and Platform Accountability

One of the most consistent expert observations is the difficulty in holding digital platforms
accountable. With content often disseminated on international platforms, jurisdictional issues



arise. Senior lawyers specializing in cyber law argue that Indian authorities struggle with cross-
border requests for content takedown or user identification. While the Information
Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules of 2021 attempt to
address intermediary responsibility, experts note that they fall short in ensuring proactive
prevention.

Tech-policy experts advocate for stricter obligations on social media platforms to deploy
artificial intelligence and automated filters to detect and block revenge porn before it spreads.
They argue that intermediaries should be held accountable not merely for removing content
after notice but also for preventing its circulation at the source. However, civil liberties
scholars caution against excessive regulation of platforms, pointing out that broad mandates
might stifle free expression and create opportunities for misuse by state authorities. Legal
experts therefore recommend a balanced model that ensures intermediary responsibility
while safeguarding constitutional rights.

Experts’ Recommendations on Legislative Reforms

A number of experts call for a specialized statute dealing exclusively with revenge porn. Such
a law, they argue, should incorporate a clear definition of non-consensual pornography,
outline the rights of victims, specify the obligations of intermediaries, and set stringent
punishments for offenders.

For instance, some legal scholars propose that India draw inspiration from jurisdictions like
the United Kingdom, which enacted the Criminal Justice and Courts Act of 2015 specifically
targeting revenge porn, or from certain U.S. states that have dedicated laws criminalizing non-
consensual pornography. Indian experts argue that a dedicated statute would remove
ambiguity, speed up prosecution, and send a strong deterrent message.

They further recommend introducing provisions for immediate takedown orders, backed by
statutory timelines that compel platforms to remove offending content within 24 to 48 hours
of complaint. Additionally, legal academics argue for the inclusion of civil remedies such as
compensation and injunctions, ensuring that victims can seek restitution beyond criminal
punishment of offenders.

Implementation of Management Laws: Expert Perspectives

Legal experts stress that merely enacting laws is insufficient unless enforcement is effective.
The implementation of management laws, therefore, must be multidimensional.

Firstly, experts emphasize specialized cybercrime cells with trained personnel in every state.
These cells must have both technical expertise and a victim-sensitive approach, ensuring that
survivors of revenge porn are not retraumatized. Training programs for police, prosecutors,
and judges are seen as essential in ensuring sensitivity and efficiency.



Secondly, experts advocate for stronger cooperation between government agencies and
digital platforms. Establishing fast-track grievance redressal systems and joint working groups
could accelerate the removal of content and trace perpetrators.

Thirdly, awareness campaigns led by state and civil society are considered critical by legal
scholars. Many victims do not know their legal rights or the mechanisms available to them. A
national-level digital literacy and awareness strategy could reduce stigma and empower
victims to seek redress.

Lastly, experts highlight the need for speed. Revenge porn cases require urgent handling
because every minute of delay allows for wider circulation of private content. Specialized fast-
track courts for cyber-enabled sexual offences have been recommended to ensure swift
disposal of cases.

Challenges in Implementation: Expert Caution

Despite these recommendations, experts remain cautious about the practical challenges.
Resource limitations, inadequate digital infrastructure, and resistance from law enforcement
authorities are significant barriers. Cyber law specialists note that corruption and lack of
accountability in certain investigative bodies further erode confidence in the system.

Another challenge is balancing enforcement with fundamental rights. Some experts warn that
excessive surveillance and intermediary regulation could create chilling effects on free
expression and privacy. They urge lawmakers to adopt nuanced approaches that target
offenders without compromising digital freedoms.

Conclusion

The issue of revenge porn in India lies at the intersection of technology, law, and social stigma.
While current laws provide partial protection, they remain fragmented and insufficient to
address the distinct nature of the crime. Legal experts are nearly unanimous in their opinion
that India requires a more specific, victim-centric, and technologically responsive framework.
They advocate for a dedicated statute, stronger intermediary responsibility, victim-sensitive
enforcement mechanisms, and fast-track redressal processes.

At the same time, experts caution that legislative reforms must be backed by effective
implementation, including institutional strengthening, cross-border cooperation, and
awareness-building. Only then can the management of revenge porn move from a reactive to
a preventive model, ensuring that victims’ dignity and privacy are upheld.

Ultimately, the consensus among legal experts is clear: addressing revenge porn requires a
comprehensive strategy that combines law, technology, and social reform. By acting on these
insights, India can not only provide justice to victims but also create a safer digital ecosystem
for all its citizens.



Landmark Cases on Revenge Porn in India

1. State of West Bengal v. Animesh Boxi (2018)

2. Ritu

Facts: This is considered the first conviction in India for revenge porn. The accused,
Animesh Boxi, created a fake profile of his ex-girlfriend on a pornographic website
and uploaded her morphed pictures with objectionable captions.

Judgment: The Sessions Court in West Bengal convicted him under:
o Section 66E of the IT Act (violation of privacy),

o Section 67 and 67A of the IT Act (publishing and transmitting obscene
material), and

o Section 354A of the IPC (sexual harassment).
He was sentenced to five years of rigorous imprisonment and fined X9,000.

Significance: This case marked a turning point in recognizing revenge porn as a
punishable cyber offence in India, setting a precedent for future prosecutions.

Kohli Case (Delhi, 2001)

Facts: One of the earliest cybercrime cases in India, where the victim’s photographs
were used to create a fake profile on an online chat service (Yahoo Messenger). The
impersonator shared her personal details and invited people to her residence,
leading to harassment.

Judgment: The case highlighted gaps in the IT Act, 2000 (which was then very
nascent). The Delhi Police registered it under Section 509 of the IPC (insulting the
modesty of a woman).

Significance: Though not strictly “revenge porn,” this case exposed the vulnerability
of women to online identity misuse and catalyzed public debate on cyber laws
related to privacy and modesty.

3. Khurana v. State (Delhi High Court, 2012)

Facts: In this case, morphed obscene images of a woman were circulated on social
media by acquaintances. The accused argued that he was not responsible as the
images were forwarded by others.

Judgment: The Court emphasized that those who create, upload, and circulate
obscene content are all liable under the IT Act and IPC.



Significance: It underscored the shared responsibility in the chain of circulation and
the criminality of sharing revenge porn material, even if one is not the originator.

4. Kalandi Charan Lenka v. State of Odisha (2017)

Facts: A student was harassed online with morphed obscene images and defamatory
messages, which were circulated to humiliate her.

Judgment: The Odisha High Court directed stringent punishment under Sections 66C
and 66D of the IT Act (identity theft and cheating by impersonation using computer
resources).

Significance: This case reaffirmed the judiciary’s recognition of the severe
psychological and reputational harm caused by revenge porn.

5. Devu Gopinathan Pillai v. State of Kerala (2018)

Facts: A man uploaded explicit images of his ex-partner without her consent,
threatening further dissemination.

Judgment: The Kerala High Court held that consent for taking intimate images does
not amount to consent for public dissemination. The accused was prosecuted under
Section 354C (voyeurism) and the IT Act.

Significance: The case drew an important distinction between private consent and
public violation, shaping how courts interpret consent in revenge porn cases.

6. X v. Union of India (Delhi High Court, 2021)

Facts: The petitioner sought immediate removal of intimate videos and photos
uploaded without consent.

Judgment: The Delhi High Court ordered platforms like Google and Facebook to
promptly remove all offending content and directed the Ministry of Electronics and
Information Technology (MeitY) to issue takedown notices under Section 79 of the IT
Act.

Significance: This case established a precedent for swift takedown orders and
reinforced intermediary liability in revenge porn cases.



Analysis of Case Law

These cases collectively highlight:

Judicial Recognition: Revenge porn is increasingly being recognized as a distinct
crime involving privacy violations, digital harassment, and gender-based violence.

Consent Distinction: Courts have clarified that consent to share intimate content
privately does not equal consent for public circulation.

Platform Liability: Recent cases stress the responsibility of intermediaries and digital
platforms to act swiftly in removing objectionable content.

Victim-Centric Approach: Landmark rulings stress the importance of protecting
victims’ dignity, ensuring confidentiality, and delivering swift justice.



