Phishing Scams - Cybersecurity and Legal Provisions in INDIA

Phishing scams in India fall under the broader umbrella of cybercrime, and while there is no
single statute that explicitly defines “phishing,” the act of fraudulently obtaining sensitive
information (such as passwords, credit card details, or banking credentials) through

deceptive electronic communication is punishable under multiple Indian laws.

Mechanism of Phishing in India -

1. Information Technology (IT) Act, 2000

The IT Act, 2000, as amended in 2008, is the primary legislation dealing with cybercrimes,

including phishing.

Key provisions relevant to phishing scams are:

Section 66C — Punishes identity theft:

Using someone else’s password, digital signature, or unique identification number
with dishonest intent.

Penalty: Imprisonment up to 3 years and/or fine up to X1 lakh.

Section 66D — Punishes cheating by personation using computer resources:

This directly applies to phishing, where fraudsters impersonate banks, government
agencies, or companies to extract personal information.

Penalty: Imprisonment up to 3 years and fine up to X1 lakh.

Section 43 & 43A — Cover unauthorized access, data theft, and failure of companies
to protect personal data.

If an organization fails to secure customer data leading to phishing-related loss, it
may be held liable to compensate affected parties.

Section 72 — Breach of confidentiality and privacy:
If intermediaries (like service providers) misuse information obtained during service,
they can be punished with imprisonment up to 2 years and fine up to X1 lakh.

2. Indian Penal Code (IPC), 1860

Phishing scams can also attract provisions of the IPC, especially when they involve fraud,

cheating, and forgery.

Section 420 IPC — Cheating and dishonestly inducing delivery of property.
Often applied when phishing results in financial loss.
Penalty: Imprisonment up to 7 years and fine.



e Section 468 IPC — Forgery for the purpose of cheating.
Used where fake emails, websites, or documents are created.
Penalty: Imprisonment up to 7 years and fine.

e Section 471 IPC — Using a forged document as genuine.

e Section 419 IPC — Cheating by impersonation.

3. Reserve Bank of India (RBI) Guidelines

The RBI has issued cybersecurity and fraud prevention guidelines for banks, which
mandate:

e Customer education on phishing risks.
« Two-factor authentication for online transactions.

o Liability frameworks where banks may be held responsible if phishing occurs due to
their negligence.

Although RBI circulars do not create criminal penalties, they create compliance duties for
financial institutions, indirectly shaping liability in phishing cases.

4. Consumer Protection Act, 2019

Phishing scams leading to financial loss may also give rise to consumer disputes if banks, e-
wallets, or platforms fail to provide secure systems. Victims can approach consumer
commissions for compensation in addition to pursuing criminal action.

5. Recent Judicial and Enforcement Trends

¢ Indian courts and cybercrime cells have increasingly treated phishing as a serious
offense involving both IT Act and IPC provisions.

e For example, in CBI v. Arif Azim (Delhi), one of the first cases of phishing in India, the
accused created a fake website resembling an international company to collect credit
card data. He was prosecuted under Sections 419, 420 IPC and Section 66 IT Act.

Phishing scams in India are not defined in one law but are punishable under a combination
of IT Act and IPC provisions. The IT Act focuses on identity theft, impersonation, and data
misuse, while the IPC addresses cheating and forgery. Together, they make phishing a
cognizable and punishable offense with penalties ranging from 3 years to 7 years
imprisonment, along with fines.



India’s Take on Cybersecurity and the Mechanism of Phishing Management: Law and
Implications

The digital revolution has transformed economies, governance, and individual lifestyles
across the globe. In India, this transformation has been especially rapid, driven by the
government’s Digital India initiative, widespread internet penetration, and exponential
growth in online banking, e-commerce, and financial technologies. Yet, with greater
connectivity comes greater vulnerability. Among the various cybercrimes that threaten
India’s digital ecosystem, phishing has emerged as one of the most prevalent and damaging.

Phishing refers to fraudulent attempts to obtain sensitive information such as usernames,
passwords, banking credentials, or credit card details by disguising oneself as a
trustworthy entity in electronic communication. This technique is often executed via fake
emails, websites, SMS messages, or increasingly, through UPI (Unified Payments Interface)
frauds and social engineering on instant messaging platforms like WhatsApp and Telegram.

India’s approach to phishing management has been shaped by a combination of legal
frameworks, institutional mechanisms, regulatory oversight, and public awareness
campaigns. However, enforcement is fraught with challenges due to the transnational
nature of cybercrime, technological sophistication of fraudsters, and gaps in India’s current
cyber laws.

This essay critically examines India’s legal and institutional response to phishing scams,
situating it within the broader framework of cybersecurity governance. It analyzes the
Information Technology Act, the Indian Penal Code, consumer protection laws, regulatory
mechanisms of the Reserve Bank of India (RBI), institutional roles of CERT-In and law
enforcement agencies, and evaluates the implications, challenges, and way forward.

Phishing in the Indian Context

The Reserve Bank of India’s annual fraud reports and the Indian Computer Emergency
Response Team (CERT-In) consistently list phishing as one of the most reported categories of
cyber fraud. Recent statistics highlight that financial phishing scams have surged with the
rise of digital payments, particularly through UPI, e-wallets, and online banking systems.

Common phishing methods in India include:
o Email and SMS phishing: Fraudsters posing as banks or service providers.
e Spear phishing: Targeted attacks against high-value individuals or corporate officials.

o Voice phishing (vishing): Fake calls from people posing as bank officials or
government representatives.

¢ Pharming: Redirecting users from genuine websites to fake ones.



o Fake apps: Mobile applications designed to steal login credentials.

Given the scale of the Indian financial system and the speed of digital adoption, phishing
has become a serious national security and economic concern, necessitating legal and
policy interventions.

Legal Framework Governing Phishing in India
1. The Information Technology (IT) Act, 2000 and Amendments (2008)

The IT Act remains India’s primary legislation dealing with cybercrime, digital transactions,
and electronic governance. While not originally drafted with sophisticated cyber fraud in
mind, its provisions have been extended to cover phishing-related activities.

Key provisions relevant to phishing:

e Section 43 and 43A: Provide civil liability for unauthorised access and compensation
if failure to protect sensitive personal data results in harm.

e Section 66C: Criminalises identity theft through fraudulent use of digital credentials.

e Section 66D: Directly targets phishing, criminalising cheating by impersonation using
computer resources. Punishable with imprisonment up to 3 years and a fine up to
X1 lakh.

e Section 72: Penalises breach of confidentiality and privacy.

e Section 70: Protects Critical Information Infrastructure (such as banking networks),
making attacks against them a severe offence.

Thus, phishing is legally recognised as a criminal act under the IT Act, though enforcement
often depends on linking digital evidence with traditional notions of fraud.

2. The Indian Penal Code (IPC), 1860

Before the IT Act, phishing-related activities were prosecuted under the IPC. Today, it
continues to provide complementary provisions, especially where fraud overlaps with
traditional crimes.

e Section 419: Cheating by impersonation, often applicable in phishing cases.
e Section 420: Cheating and dishonestly inducing delivery of property.
e Sections 468 & 471: Forgery and use of forged documents.

Since phishing often involves deception and misrepresentation, IPC provisions remain critical
alongside IT Act charges.



3. Consumer Protection Act, 2019

This Act introduces accountability for digital service providers and banks. If a phishing
incident occurs due to inadequate safeguards or negligence by financial institutions,
consumers may file complaints. Phishing thus becomes both a criminal offence and a
consumer rights violation.

4. Reserve Bank of India (RBI) Guidelines

The RBI plays a pivotal role in phishing prevention in the financial ecosystem. Its directives
include:

o Two-Factor Authentication (2FA) for card transactions and online payments.

e Liability Framework (2017): Customers are not liable for losses caused due to bank
negligence in phishing frauds. Limited liability applies if customers report promptly.

e Awareness campaigns, e.g., “RBI Kehta Hai”, educating users against phishing
messages.

Thus, RBI guidelines blend regulatory compliance with consumer protection mechanisms.

5. Digital Personal Data Protection Act, 2023

While not directly addressing phishing, this law strengthens data fiduciary obligations in
handling personal data. Since phishing thrives on stolen or leaked data, stricter obligations
on data collection and retention reduce the risk environment.

Institutional and Regulatory Mechanisms
1. CERT-In (Indian Computer Emergency Response Team)

CERT-In, under the Ministry of Electronics and IT, is the national nodal agency for
cybersecurity incidents. Its responsibilities include:

e Issuing alerts and advisories against phishing campaigns.
e Coordinating incident response and takedown of malicious domains.

e Mandating incident reporting within 6 hours of detection (2022 directive).



2. National Cyber Crime Reporting Portal

Launched under the Ministry of Home Affairs, this portal provides victims with a single-
window mechanism to report phishing frauds, routed to state cyber police units.

3. Indian Cyber Crime Coordination Centre (14C)

Established in 2020, the 14C enhances cybercrime investigation capacities by:
e Running the National Cybercrime Threat Analytics Unit.
e Training police and investigators.

e Coordinating with service providers for phishing takedowns.

4. Sector-Specific Regulators

e SEBI and IRDAI have issued phishing prevention advisories for securities and
insurance companies.

e Telecom regulators monitor SIM card misuse in phishing (e.g., fraudulent KYC calls).

Mechanisms of Phishing Management in India
1. Preventive Measures
e Awareness campaigns by RBI, banks, and CERT-In.
e Mandatory use of OTP verification and secure login protocols.

e Public advisories warning against sharing PINs, passwords, or OTPs.

2. Investigative Mechanisms

Cybercrime cells employ digital forensics to trace phishing attacks. Common methods
include:

o Identifying phishing websites through domain registrars.
e Tracing IP addresses.

o Following the trail of stolen funds through banking systems and cryptocurrencies.



3. Enforcement

Phishing offenders may face criminal imprisonment (up to 7 years under IPC
provisions).

Banks and intermediaries are obligated to compensate victims where negligence is
proven.

Internet intermediaries under the IT Rules, 2021 must block fake domains and
phishing content when directed by authorities.

Challenges in Enforcement

Despite a robust framework, phishing management in India faces practical hurdles:

1.

Jurisdictional issues — Many phishing websites are hosted abroad. International
cooperation is limited and time-consuming.

Low cyber literacy — Millions of first-time digital users are unaware of phishing risks.
Capacity limitations — Police cyber cells often lack resources or expertise in digital
forensics.

Overlap of laws — Ambiguity between IPC and IT Act provisions can delay
prosecution.

Slow judicial process — Victims often face prolonged delays in recovery of funds or

conviction of offenders.

Implications of India’s Approach

1.

For Consumers — Enhanced protection through RBI’s liability framework, but delays
in refunds remain frustrating.

For Banks and Service Providers — Increased responsibility to adopt cybersecurity-
by-design.

For Law Enforcement — Expanding need for technical expertise and cross-border
collaboration.

For National Security — Phishing is not just financial fraud but can also target critical
infrastructure and government systems, making it a national priority.



Case Studies

e OLX Phishing Scam (2016): Fraudsters posed as army personnel selling used goods,
duping buyers via fake UPI links. Several arrests highlighted the role of Section 66D of
the IT Act.

e Recent UPI Frauds (2021-2023): Victims tricked into scanning QR codes or approving
collect requests, demonstrating how phishing adapts to India’s evolving payment
systems.

o Phishing Attack on a Major Indian Bank (2018): Thousands of customers received
fake emails mimicking official bank communication. CERT-In intervened for domain
takedown.

These cases illustrate both the agility of fraudsters and the need for continuous evolution
of India’s phishing management strategy.

India’s legal and institutional framework for phishing management reflects an evolving but
determined effort to address one of the most pressing cybersecurity threats. Anchored in
the IT Act, IPC, RBI regulations, consumer protection laws, CERT-In advisories, and 14C’s
coordination role, India has established a multi-layered response mechanism.

However, challenges such as cross-border enforcement, low cyber awareness, and capacity
constraints in policing continue to limit effectiveness. The Digital Personal Data Protection
Act, 2023, coupled with global cooperation under Interpol, FATF, and bilateral treaties, will
be crucial in tightening India’s defences.



